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Dats Sharing FAQs for Partner Schools

Introduction

These FAQs are intended to assist schools whose young people are participating in the Colyton
Foundation Your Future Story Programme.

They cover how the Colyton Foundation adheres to data protection legislation and what
information schools can lawfully provide to the Colyton Foundation under the UK GDPR and
Data Protection Act 2018 (DPA 18).

If you have any questions related to data protection, please contact our Data Protection Officer
at SchoolPro TLC: DPO@schoolpro.uk

1. What details about your pupils do we require and why?

To deliver our Your Future Story Programme, we need to obtain two types of information from
you, relating to the young people who will be participating in the programme.

The first category is administrative data which helps us manage and run our programme. This
information includes:

e name

e DfE Unique Pupil Number

e school name

e date of birth

e home postcode

e pupils’ school email address

e gender

e needs and behavioural relevant to Your Future Story trips and visits

The second type of data we need to collect is diversity an evaluation data. This data allows us
to understand the impact our Your Future Story Programme has on the young people who
participate and to ensure that it is reflective of local communities. This information includes:

e ethnicity*

e English as an additional language (EAL)

e Looked After Child (LAC)

e Details of any special Educational needs or disabilities (SEND)

e Pupil Premium (PP) eligibility

e Free School Meal (FSM) entitlement

e prior academic attainment

e attendance data

e academic attainment data (including GCSE and A Level outcomes)
e post-16 and 18 destinations

These details all constitute personal data under the DPA 18. Some of this information listed
above constitutes special category data under DPA, or is otherwise sensitive. We use the term
sensitive personal data to collectively refer to special category personal data. This data will only
be accessed by authorised Colyton Foundation employees.
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We need administrative data for the following purposes:

e to help us deliver the Your Future Story programme (for example, creating attendance
lists, ensuring young people are placed in appropriate groups, and to ensure risk
management and safeguarding during trips and visits).

e totrack the progress of young people during their time with us.

We need diversity and evaluation data so that Colyton Foundation can analyse the impact
and reach of the Your Future Story Programme. Colyton Foundation will use this information
for statistical purposes: we will not access or use this information to take decisions about
individuals. This information is only used to demonstrate how the Your Future Story
Programme is impacting schools and communities.

To demonstrate the impact of the Your Future Story Programme, we will prepare case studies
and testimonials from specific participants. We will always obtain the consent of those
participants to process their data for this purpose.

2. Can we provide Colyton Foundation personal Data about our young people under the
DPA 18?

We will rely on consent as a lawful basis for collecting the data. The Colyton Foundation will
use an opt-in consent form to obtain consent from the young person’s parent or legal
guardian. The Colyton Foundation will confirm that this consent has been obtained before
requesting pupil data.

3. How can we be sure that Colyton Foundation will take appropriate care of data we
share about our young people?

Once we have received the details from you, the Colyton Foundation will be the ‘controller’ in
relation to our use of young person data. The Colyton Foundation will be responsible for
ensuring we comply with UK data protection legislation when we use the young person’s
data. We will enter into a binding data-sharing agreement with you. This agreement reflects
good practice and provides several protections for schools, including the following:

(a) It limits how we can use the personal data we collect about young people.

(b) It required that we implement appropriate security measures when handling personal
data about young people.

The security measures Colyton Foundation have taken in relation to personal data we collect
about young people include:

e Securing personal data using modern software that is kept up to date.

e Access to personal data is limited to personnel who need access and have been
trained and authorised to access special category data. Colyton Foundation
contractors will only have access to anonymised diversity data to assist with the
monitoring equality of opportunity.

e Personal data will be deleted securely to ensure the data cannot be recovered.

e Appropriate backup and disaster recovery solutions are in place.

We have worked closely with our Data Protection Officer to discuss the risk of collecting
special category data, which has allowed us to mitigate any possible risks associated with
processing this data.




4. Does the Colyton Foundation share the data we provide you?

The Colyton Foundation will be acting as data controller for the Your Future Story programme.
Any programme partners we use will be viewed as subprocessors and subject to terms at
least as onerous as the ones contained within our data-sharing agreement with you.

Colyton Foundation may not transfer or authorise the transfer of the data we collect from
you to countries outside the UK or the EEA without prior written consent from you. If this data
is transferred outside of the UK or EEA, then we shall ensure that the data we have collected
from you is adequately protected.

5. Will the Colyton Foundation share with us any information about our young people
which it collects?

Yes, we will share information about your young people that we deem necessary. In certain
situations, we may provide you with information which we have collected about your young
person. For example, reports of any accidents which involve young people, or any relevant
information about a young person’s medical episodes. We will also share safeguarding
concerns with the school's Designated Safeguarding Lead or nominated Deputies. We will
discuss the details of information we will share with you before beginning the Your Future
Story Programme and reflect these in any agreement between us.

6. Will Colyton Foundation share personal data about our young people with third
parties?

Colyton Foundation works with external partners to deliver our Your Future Story programme.
We will share information to ensure our partners can safely run events for your young
people, and to support the evaluation of the programme’s impact. All our partners must sign
a Data Sharing Agreement to ensure they adhere to the same level of data protection as
Colyton Foundation. A copy of this can be shared with you on request by emailing
info@colytonfoundation.org. Any pupil data shared with partners for the purposes of
evaluation will be anonymised.

Our partners may make a separate request to you for data we do not collect and will provide
you with the required documentation on how, why and the legal basis for requiring personal
data about young people.
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